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The research Digital Tools for Active Citizens aims at understanding how Civil Society
Organizations in the Black Sea Region are using digital tools to advance their mission, manage their
resources (human, financial, etc.) and to outreach to donors and beneficiaries, both before and during
the COVID-19 pandemic.

The interest in this topic comes at a time when the use of the Internet and technologies grows
exponentially, while social media and digital tools are used to create new forms of participation and
claim agency. At the same time, it comes in a moment when globally there is a phenomenon of
disengagement with formal politics and traditional ways of participation, as citizens are more likely
to feel disillusioned with how the government is listening to their voice in policy debates®.
Additionally, as far as electoral processes are concerned, data already showed that just 60% of all
citizens always vote, the situation being even more concerning among young people - with only 44%
of them voting (aged 18-29)2. Furthermore, due to the global COVID-19 pandemic, a time when the
entire world became dependent on the use of technology and was forced to work and study remotely,
the gaps in digital skills and tools became even more visible, forcing Civil Society Organisations

(CSOs) to test their resilience in adapting to the new circumstances.

In this context, the present research is looking to fill in some of the existing gaps, supporting the
understanding of how CSOs and activists use digital tools to advance their causes, the opportunities
and obstacles encountered, before and during the COVID-19 pandemic, with a particular focus on

CSOs working in four countries in the Black Sea: Armenia, Georgia, Romania and Ukraine.

1 OECD (2019), “Society at a Glance 2019”. Retrieved from https://www.oecd-ilibrary.org/social-issues-migration-health/society-at-a-glance-
2019 _soc_glance-2019-en

2 UN (2016), “Youth Civic Engagement”. Retrieved from https://www.un.org/development/desa/youth/wp-
content/uploads/sites/21/2018/12/un_world_youth_report_youth_civic_engagement.pdf
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I. Main conclusions and recommendations

a. Main conclusions — the section reflects the findings from the entire research conducted through
three main instruments: analysis of secondary research, quantitative data obtained through an online
survey and qualitative data obtained through focus groups and written interviews. The full analysis

of obtained data can be found in detail in section Il. Main findings of the research.

The pandemic as a catalyst for CSOs digitalisation

The COVID-19 pandemic had an unquestionable impact on the acceleration of digitalisation for the
entire society, CSOs being equally impacted by it. There is a large agreement that the pandemic has
increased the importance of activism online and digitalisation of political processes, at the same time
enabling organisations to discover new resources to advance their cause. Looking towards a post-
pandemic society CSO representatives expressed their wish to continue using the new digital tools
they have discovered, probably integrated in a hybrid approach, where the online-offline worlds are
blended.

Social media and productivity platforms

The Black Sea CSOs have a strong preference for using Facebook (99%) as their main social media
platform and Zoom (94%) as their main productivity platform. Other social media platforms that are
gaining traction among the CSOs in the region are YouTube, WhatsApp, Instagram and Viber. In

terms of productivity platforms, the Google and Microsoft solutions are the most used.

Usage of social media and digital tools

CSOs in the region engage actively with various digital tools for three main purposes: organisational
management (interacting with members of the organisation, managing the internal activity,
organising activities, recruiting new members/volunteers), external outreach (raising awareness
initiatives, promoting their activity, coordinating with partners) and social change (contributing to
public consultations, interacting with decision makers, signing e-petitions). However, notable
challenges can be noticed in using digital platforms for organising or attending a protest, engaging in
participatory budgeting, but also in fundraising for their cause. The challenges in using digital
platforms for specific purposes could be linked with the relative new experience of Black Sea CSOs
with digital tools in general, but possibly also with the lack of relevant tools that allow for a

meaningful engagement in the above-mentioned activities.



Digital skills

The CSOs in the region recognise as a main obstacle in fully using digital tools the lack of media and
digital skills. The challenge was noticed for both CSOs’ staff and beneficiaries, forced by the
pandemic many CSOs had to upgrade their knowledge and skills related to digital tools in order to be
able to continue their activity and adapt to the online realities. The lack of necessary skills and
resources, early in the pandemic, created a series of blockages that often forced CSOs to cease their
activities or postpone it for longer periods.

Although it can be assumed that one year after the pandemic the situation has improved, based on
secondary data, it can be observed there are significant differences between basic digital skills and
more advanced ones, the latter being still underdeveloped. At the same time, the participants to the
present research have mentioned difficulties in fully taking advantage of the digital opportunities —
even if many of them have started using social media to promote their cause, they still face challenges
in reaching out to relevant audiences or engaging in effective online advocacy campaigns. From the
beneficiaries’ perspectives, CSOs have encountered serious problems in engaging citizens (from the
elderly to the very young) that had little knowledge about digital tools, with many of them needing

assistance from other more experienced users.

CSOs and development of digital tools

Based on quantitative and qualitative data, about a third of CSOs mentioned developing digital
platforms and only 13% said that have participated in a hackathon. The situation is most likely
connected with the level of digital skills among the CSO members and the lack of previous
experiences with digital tools. However, the region also benefits of important talent, showcased in
various examples when organisations have mobilised to create new digital platforms that support the
combatting of the COVID-19 pandemic, facilitate the interaction between citizens and decision
makers, overall increase transparency of information, public decisions and access to public services.

The present analysis includes a short collection of inspiring practices.

Access and digital inequalities

Access to Internet and technology remains a structural challenge in the Black Sea region, even if most
countries have a rather good and affordable connection to the Internet (60 to 80 percent of the
population living in Armenia, Georgia, Romania and Ukraine is connected to the Internet), a large
part of the society is still disconnected, and important differences can be noticed between rural and
urban areas, as well as among citizens with different educational and economic backgrounds. The

pandemic has brought to light these digital gaps showing how critical such investments are.



Funding

Financial support for CSOs remains a major concern in the Black Sea. Adding to the previous
shortcomings, the pandemic has forced CSOs to find solutions that required unplanned costs.
Whereas digital tools bring important benefits, many of them are not available for free, especially
those that are necessary to professional organisations. In this context, CSOs have faced new
challenges to ensure their sustainability and sometimes the mere continuity of their activities.
Moreover, funding for online activities is still limited as many donors and public institutions prefer

funding traditional activities.

Safety, surveillance and trust

With increased adoption of digital tools, more and more CSOs and citizens have become of the risks
the new environments bring. On the one hand online safety and protection of personal data has
become a constant concern for all organisations working with vulnerable groups or with sensitive
data. On the other hand, online surveillance, whilst is not a wide practice in the four countries at the
core of the research, is still a reality in many of them and the COVID-19 pandemic has amplified it
at times. In this context, civic activists identify it as a significant barrier in engaging in democratic
activities through digital tools. Last but not least, trust in digital tools is seen as a general challenge —
even when CSOs are motivated in deploying new tools they face reluctance from various beneficiaries
when it comes to raising funds or resources (eg. a crowdfunding campaign via a social media channel)
or even when it comes to accessing social and psychological services.

b

Mental wellbeing

The pandemic has forced, for the first time, a life where online was the norm, thus, adding an
incredible pressure for everyone not fully equipped to use online tools. In this context, CSOs were
not an exception and since many of them didn’t have in their organisation a digital strategy, they had
to improvise and take decisions on the spur of the moment, including by pressuring their staff
members to engage in a large number of online activities with which they were not used to. The
change in habits brought also a considerable pressure on the mental wellbeing of CSO members and
volunteers, many of them mentioning burnout, increased fatigue and difficulties in coping with the

new situation.

b. Recommendation and considerations for future policies
The section builds on the main conclusions identified and proposes a series of recommendations and
considerations for future policies and initiatives. In order to address the challenges that have appeared

and take full stock of the digital opportunities, the paper proposes a series of recommendations and
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consideration for future policies and initiatives that can be implemented by all interested stakeholder,

at all levels — local, national, regional, European or international.

Capacity building for CSOs

There is a need to invest in initiatives that increase the digital skills and knowledge of CSOs,
supporting them to maximise the impact of digital tools and outreach to relevant target groups, as
well as to increase the efficiency of their online advocacy campaigns. Also, specific attention should
be put in the development of advanced digital skills (including programming, digital marketing, data
visualisation) that would enable the non-governmental sector to create tailored platforms for their

causes.

Digital transformation strategies

Albeit the new impetus brought by the COVID-19 pandemic, there is a need for a more strategic
approach to digital transformation and a better understanding of the mindset that needs to be
internalised in order to implement successful digital strategies. Such strategies are needed inside
CSOs when they plan their organisational development, but also at societal level.

From the CSOs perspective there is a need to plan in advance what are the necessary digital tools,
resources and skills to advance their mission and how to better adapt their methodologies to the online
realities — even though in the pandemic many organisations have found ways to continue their activity
online, many still need to reassess their processes and ensure everything happens as part of a planned
process and not a reaction to external factors (as the pandemic).

From a societal perspective, any public digital strategy needs to take into account CSOs as a distinct
sector with specific needs and problems. Moreover, there is a need to accelerate the creation of digital
transformation strategies in all countries, by including all groups of the society and proposing tailored
solutions to specific contexts (eg. invest in digital skills, Internet infrastructure, develop change

teaching methodologies for online learning, support open-source digital platforms, etc.).

Ensuring sustainability and resilience

Considering the challenges encountered by the CSOs in adapting their activity to the online world —
costs of digital platforms, limited or no availability of funding for online activities, lack of expertise
and guidance in transitioning to online work, difficulties for mental wellbeing, online safety issues —
it becomes necessary to have national and/or international programmes that support civic actors to
further develop their capacities in continuing online activities. Although funding is an ongoing
problem for the non-governmental sector, donors and public institutions need to include in their

funding schemes new tools/priorities that support the adaptation to the new online realities, even in
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the aftermath of the pandemic. A particular attention should be given to CSOs and informal groups

that activate in smaller communities where digital practices are still less popular.

E-government solutions

The role of digital public platforms remains one of the most important when we look at the impact of
digital tools on the entire society. Whilst the pandemic has also pushed for disruption in the public
sector, CSOs expressed their wish to have these changes continued and further developed. With this
in mind, there are still important steps to be taken to extend the available digital services in all
analysed countries, including by making them more user-friendly and accessible for all age groups
and social backgrounds. A particular need has been expressed in developing new e-government tools

that could facilitate citizens’ engagement in decision making.

Multi-stakeholder dialogue and cooperation

Complementing the recommendations on digital transformation strategies and e-government
solutions, the need for a multi-stakeholder dialogue becomes natural for all technology developments.
Any discussion about digital solutions needs to take into account the original principles which have
been at centre of the Internet — a neutral space, available for all, created with everybody’s
contribution. Similarly, digital developments, at any level (local, national, international), should
benefit of proper spaces where the entire society can contribute (from CSOs, to private companies,
technical experts, academia or everyday citizens) — inspiring practices can be taken from the United

Nation’s Internet Governance Forum® and the Open Government Partnership®.

Promoting best practices

The Black Sea region is characterised by many challenges but also by an incredible amount of talent
and innovation. In this framework, a series of best practices deserve to be further promoted and
shared, among CSOs but also among public institutions. Examples that proved to be successful
include: participatory budgeting - a form of citizens’ participation in which citizens are involved in
the process of deciding how public money is spent; hackathons - by bringing together civic activists,

tech communities, business sector and government representatives to resolve social problems.

3 Internet Governance Forums is a UN initiative, a global multistakeholder platform that facilitates the discussion of public policy issues pertaining to
the Internet. Source https://www.intgovforum.org/multilingual/

4 The Open Government Partnership is a multilateral initiative that aims to secure concrete commitments from national and sub-national governments
to promote open government, empower citizens, fight corruption, and harness new technologies to strengthen governance. Source
https://www.opengovpartnership.org/
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The proposed recommendations are meant to be a conversation opener for stakeholders in the entire
Black Sea region, they do not represent an exhaustive list of the needs and problems of the CSOs in
the region, but rather important steps that build on the lessons learned before and during the pandemic.

I1. Main findings of the research

The methodology of the research included 3 instruments, focused on the main countries involved in

the project - Armenia, Georgia, Romania, Ukraine:

1. A desk research — based on secondary analysis, including official data, related studies and
other publications, at European and International level, where they exist.

2. A qualitative research - based on focus groups and written interviews with relevant
stakeholders in all the participant countries (18 CSO members engaged)

3. Aquantitative research - based on an online survey, distributed in all the participant countries,

particularly among CSO representatives (162 responses received)

1. General Overview based on desk research

This section, based on desk research, offers an overview of the dynamic between Internet, technology
and civic participation, trying to convey an image of what is the interplay between civic engagement
and the new digital landscape. In order to advance the understanding of digital activism, for the
purpose of the present research, this section builds on the description of digital civic activism as the
“repertoire of practice that falls under 'digital citizenship', and that assumes and requires 'digital

literacy' to happen™.

The Internet has been a gamechanger for the entire society, growing exponentially from the creation
of the World Wide Web in 1990 to connecting 4.1 billion people worldwide in 2019 - 53.6% of the
global population®. At the same time, a 2017 report’ highlights the intergenerational differences -
with 71% of young people being connected to the internet (significantly more than the overall global
population). Adding to this, starting with the early 2000s, social networks have begun to play an
essential role in the Internet world as well — as of July 2020, 3.96 billion people use them worldwide®.
Together with the Internet development, new opportunities and challenges have emerged, on the one

hand, a new generation of citizens has been empowered through the new digital tools, on the other

® Youth Civic Engagement, UNICEF 2020, p. 7

 International Telecommunications Union (2019). “Measuring digital development: Facts and figures 2019”. Retrieved from
https://www.itu.int/en/ITU-D/Statistics/Pages/facts/default.aspx

" International Telecommunication Union. (2017). “ICT Facts and Figures”. Retrieved from  https://www.itu.int/en/ITU-
D/Statistics/Documents/facts/ICTFactsFigures2017.pdf

8 DataReportal (2020). “Global Social Media Overview”. Retrieved from https://datareportal.com/social-media-users
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hand, regional and global divides have grown as connectivity had played a significant role and almost
half of the population is still not participating to the online world. Due to these new circumstances,
experts have analysed in depth the digital divide phenomenon, looking for patterns and solutions that
could limit its impact. While one of the most visible dimensions of digital divide is the access to
technology and Internet, experts have brought into attention a more complex image, including three
different levels of digital divides®:

« first-level divide — the gaps in terms of access to material technology (relating to the fact that
almost half of the world population is not yet connected, the penetration of Internet varies from
region to region, the rural-urban differences are still notable)

« second-level divide — the gaps in terms of skills and practices (related to how citizens use
various functions of technology and Internet — eg. consumers vs. content creators; use of basic
software vs. coding; also, digital activists with more advanced skills might understand and use
better social media algorithms to gain more exposure of content)

« third-level divide — the gaps that come from technology usage (related to the socioeconomic
dimension where citizens engage differently with Internet and technology, depending on their

level of education, income status - correlating with differences in gender usage).

As noticed above, the readiness to use or develop digital technologies is very much connected to the
level of digital skills all citizens have. From this point of view, it is important to be aware that
currently there is no unique approach to digital skills/competences, a 2018 UNESCO report identified
47 countries in which specific digital literacy frameworks are adopted. Nevertheless, the International
Telecommunication Union (ITU) has provided a general definition of digital skills as a continuous
process grouped into three levels: basic skills (enable citizens to function at a minimum level in
society, including interacting and accessing governmental services), intermediate skills (enable
citizens to use technology in a more meaningful way, including by critically producing and analysing

content) and advanced skills (those needed by specialists in ICT).

Adding to all the challenges created by the very presence of technology, due to an unprecedented
2020 global health crisis, new opportunities and challenges have emerged about access to the Internet
and technology. On the one hand, it came when almost half of the global population was not
connected, on the other hand, even in cases where connectivity existed (at least to some extent), the
resilience of the working digital services and opportunities was severely tested. Preliminary data,
gathered during or immediately after the lockdown measures, imposed by the COVID-19 pandemic,

indicates that:

°® A. Lombana (2017). Retrieved from https://andreslombana.net/blog/2017/07/30/artificial-intelligence-ai-and-the-evolution-of-digital-divides/
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e Internet usage had gone up by at least 50%. As counties moved deeper into the pandemic,
web browsing increased by 70% and social media engagement by 61% over normal usage
rates (Kantar, 2020%°).

e At the peak of the lockdown about 1.6 billion learners have been impacted - 91.3% of the
world's enrolled learners (UNESCQO’s Global Monitoring of Schools’ closure by COVID-19
crisis, 2020%1).

Based on the UN E-government Survey's addendum on COVID-19 response, there is an overview of
how governments mobilised to reach out to citizens, both through official websites and social media.
The report highlights examples of public institutions partnering with social media influencers to raise

awareness on the COVID-19 phenomenon.

“The COVID-19 pandemic has emphasized the importance of technology, but also the pivotal
role of an effective, inclusive and accountable government. Government efforts in deploying
new technologies should be accompanied by improving data protection and digital inclusion

policies as well as strengthening the policy and technical capabilities of public institutions.’

(UN E-government Survey 2020)

1.1. CSOs, online communities and the power of digital tools

In the civil society sector the use of Internet, especially social media has been noted in early 2000s,
when around the globe many social movements and advocacy organizations have started using
platforms such as Facebook and Twitter to promote their message, engage with followers and

mobilise supporters.

The Ukrainian Orange Revolution in 2004 is considered by academics one of the first movements in
history to be largely organized online. Whilst the entire movement cannot be attributed to online
tools, a series of technologies were used at a large scale for a civic action. At that time the Internet
and individual SMS were used by citizens to keep in touch and get organised, but also to keep in
touch from the election monitoring designated spaces. Before the Revolution and important Ukrainian
movement was created around online tools, the Maidan “a real-world group of pro-democracy
advocates who used the internet as a tool to support their organization (...) leveraged their online
message boards to increase discourse and stay in touch with members (...) ranging from humour to

practical advice for activists”!?,

10 Kantar  (2020). “COVID-19  Barometer: = Consumer  attitudes, media habits and expectations”. Retrieved from
https://www.kantar.com/en/Inspiration/Coronavirus/COVID-19-Barometer-Consumer-attitudes-media-habits-and-expectations

1 UNESCO (2020), “COVID-19 Impact on Education”. Retrieved from https://en.unesco.org/covid19/educationresponse/

12 ], Goldstein, Berkman Center for Internet & Society at Harvard University (2007), The Role of Digital Networked Technologies in the Ukrainian
Orange Revolution. Retrieved from https://cyber.harvard.edu/sites/cyber.law.harvard.edu/files/Goldstein_Ukraine 2007.pdf
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Even if Internet offered new tools for CSOs and activists, access to Internet is still far from a universal
basic access and, in time, less democratic governments have discovered new tactics of how to limit
its power of outreaching, or even using it for their own political purposes. During the past 10 years
governments have used their power to restrict access to Internet, either during major demonstrations
or in other circumstances when governments considered such decisions “necessary” in order to
disconnect citizens from major events (including during COVID-19). Based on the Freedom of the
Net 2020 report!?, Internet freedom has declined for the 10" consecutive year. 2020 was a particularly
grey time as some political leaders have used the global pandemic as an excuse to impose more
Internet restrictions and roll-out new surveillance measures. The report mentions that the top 3
countries in decline from the Internet freedom perspective are Myanmar, Kyrgyzstan and India, on
the other spectrum one of the countries in the Black Sea region - Ukraine is mentioned as one of the
countries experiencing some of the largest improvements due to decisions such as “removal of
telecommunications licensing requirements that have historically been associated with corruption. It

largely abandoned the previous practices of administratively blocking websites.”.

1.2. A regional overview

a. Connectivity and digital skills

When looking at the overall percentage of individuals using the Internet'* (Figure 1) — as percent of
total population, there are no significant differences across the countries, with all countries having

the majority of their population connected to the Internet and social media channels, and overall

performing better than the global average.

Country Internet users Active social media users

Global 4.54 billion 3.8 billion
59% 49%

Armenia 1.92 million 1.50 million
65% 51%

Georgia 2.70 million 2.70 million
68% 68%

Romania 15.35 million 11 million
80% 57%

Ukraine 27.46 million 19 million
63% 43%

1% Freedom House (2020). Freedom of the Net 2020 report. Retrieved from https://freedomhouse.org/report/freedom-net/2020/pandemics-digital-
shadow
14 Source https://datareportal.com/, Digital 2020 national reports.
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Figure 1. Analysis by country for users of Internet and social media (2020).

Percentages represent the percent of users from the total population. Source https://datareportal.com/

In terms of differences between access to Internet and technology in rural and urban areas, data shows
there are still significant differences, with urban areas offering more opportunities. The figure below
(Figure 2)* shows that both Europe and CIS regions perform better than the global average, but also
better than all other regions. Despite this overall performance, the differences between the rural-urban
areas raise a series of questions related to the means, opportunities and skills to participate for all
citizens, as well as the risk to leave behind those who are already at disadvantage, especially in the

context of fast-developing technologies.

Internet access Computer access
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I Rural - 37% I Rural - 25%
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* ITU estimate
Note: Insufficient data available to produce estimates for SIDS.
Source: ITU

Figure 2.

Percentage of individuals who have access to Internet and computers, by urban and rural criteria.

Source ITU “Measuring digital development: Facts and figures 2020”

With regard to digital skills (Figure 3)*¢, Europe and CIS regions are ranking among the top regions
with the highest percentages of basic!’ digital skills — Europe over 60%, CIS at 50%, with some more
significant differences when looking at standard® and advanced®® skills, as CIS is having lower

performances.

¥ ITU (2020). “Measuring digital development: Facts and figures 2020”. Retrieved from  https://www.itu.int/en/ITU-
D/Statistics/Pages/facts/default.aspx

% ITU (2018). “Measuring the Information Society Report Volume”. Retrieved from https://www.itu.int/pub/D-IND-ICTOI

7 Ibidem. Basic digital skills refer to computer-based activities such as copying or moving a file or folder, using copy and paste tools to duplicate or
move information within a document, sending e-mails with attached files, and transferring files between a computer and other devices.

18 Ibidem. Standard digital skills refer to computer-based activities such as using basic arithmetic formula in a spreadsheet; connecting and installing
new devices; creating electronic presentations with presentation software; and finding, downloading, installing and configuring software.

9 Ibidem. Advanced digital skills refer to computer-based activities such as writing a computer program using a specialized programming language.
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Figure 3. Percentage of individuals with ICT skills (2017). Source ITU “Measuring the Information Society Report Volume”

b. Internet freedom

Based on the Freedom of the Net 2020 report?® that analyses three of the four countries mentioned in

the present report (Armenia, Georgia, Ukraine) the following conclusions can be drawn:

Armenia — with a score of 75 out of 100 is considered to have a free Internet and continuously
improving since the Velvet Revolution in 2018. Internet users do not face restrictions on accessing
online content, and they don’t usually face legal or other punishments for their online activities. There
is also no indication that the government has shut down Internet access, and control of Armenia’s
Internet infrastructure is decentralised.

Nevertheless, in the early days of the COVID-19 outbreak, officials censored some online news media
companies and individual social media users — reportedly police have censored online news items
containing unofficial information about COVID-19. Another challenge encountered is related to the
government’s role in collecting some metadata from users’ mobile devices for contact tracing
purposes, raising alarm among privacy activists - on this note the report also notes that in January
2020, the Parliament passed amendments to the legislation regulating law enforcement and
intelligence activities that authorised the police to seek and obtain warrants to wiretap phones for

surveillance purposes.

Georgia — with a score of 75 out of 100 is considered to have a free Internet and a rather strong digital
freedom, without any notable recent improvements. Even if Internet access has grown in the past
years, many users have complained about the poor quality of connections, especially during the

COVID-19 pandemic. In general, online content is not subject to censorship, and government

2 Freedom House (2020). Freedom of the Net 2020 report. Retrieved from https://freedomhouse.org/report/freedom-net/2020/pandemics-digital-
shadow
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requests to remove online content are rare, an important advantage is given by the fact that Internet
networks are decentralised, being owned and operated by private companies.

Albeit the government doesn’t interfere in public censorship of online communications, during 2020
there are signs that pro-government and other domestic political actors have attempted to manipulate
online content to influence public opinion, especially during political crises — reportedly in April
2020, Facebook removed hundreds of Facebook and Instagram accounts, groups, and pages that
appeared to be affiliated with the ruling Georgian Dream party and the opposition United National
Movement party. The networks were taken down for engaging in ‘“coordinated inauthentic

behaviour?L.

Ukraine — with a score of 61 out of 100 is considered to have a partially free Internet, yet after the
2019 elections positive changes have been noticed in the new government, which, among others,
discontinued previous practices of administrative website-blocking and withdrew some draft laws
that could have limited free expression online. However, reportedly a new legislative proposal that
regulates disinformation has been announced, the initiative would oblige users to share exclusively
information they have first verified, at the same time creating a state body with vast powers to remove
content.

During COVID-19 the government has largely avoided major online censorship or privacy violations.
Nonetheless, Ukrainian Internet users have also experimented some forms of censorship from
platforms such as Facebook — as some CSOs have identified that legitimate content was unfairly
blocked due to the hard policies that the company has implemented against sponsored political
content as part of its efforts to fight disinformation?2.

Overall, there are still some systemic threats to internet freedom that remain in Ukraine, including
content manipulation and ongoing legal persecution of users for online speech that may be protected
under international human rights standards. A major problem that persists in the Ukrainian landscape
is the paid commenters and troll factories that have continuously grown in the online public sphere,
activities usually conducted through networks of automated social media accounts or bots. Even if
little is known about the operation of these firms, and their actual impact on public discussion and
opinion, some investigative reports suggest that many Ukrainian political actors hire public-relations

companies and trolling groups to support their reputations or harass their opponents online.

Romania — is the only country in the present analysis that is not included in the Freedom of the Net

report, nevertheless, as a member of the European Union its digital practices are monitored by the

2 Civil.ge (2020). “Facebook Removes Hundreds of Inauthentic Pages, Accounts in Georgia”. Retrieved from https://civil.ge/archives/350217
22 Privacy International (2019). “Truth exists but you have to find it’: Fighting disinformation on Facebook in Ukraine”. Retrieved from
https://privacyinternational.org/long-read/2822/truth-exists-you-have-find-it-fighting-disinformation-facebook-ukraine
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European Commission in various other reports. So far, there is no indication that government’s
practices are structurally censoring or in any way limiting expression online. Nonetheless, in the early
days of the COVID-19 response the government has included among its prerogatives the right to
censor any “false information” in media or online related to the COVID-19 virus, reportedly as an
effort to combat disinformation?. After the legislation was adopted a series of websites were blocked,
but due to the fast media and CSOs reactions the measures were withdrawn and no further action has
been taken since. Even though in the past there have been initiatives of draft legislations that were
proposing some form of censorship, in Romania there is currently no law allowing it, nor other
practices that could suggest such activities. In the recent years, Facebook is known to have blocked
a series of Romanian accounts — some belonging to a network of politically-affiliated groups,
reportedly manipulating public opinion (in March 20192%), some others blocked completely random,

due to various algorithms that were in place at the time (2017-2018%).
2. Findings from the quantitative and qualitative research

An online questionnaire was available during the month of March 2021, based on ten main questions,
including some demographic details, and made available in English and Russian (see Annex 1). A
total of 162 responses were received, out of which 133 were completed at least 70%. The present

report is based on analysis of the 133 responses.

The survey information was complemented by a set of qualitative data collected through focus groups
and written interview from 18 representatives of CSOs in the Black Sea Region, activating in the 4
main countries of the research: Armenia, Georgia, Romania and Ukraine. The participants to the
qualitative research are experienced CSO representatives, coming from different geographical

regions and different type of organisations (see Annex 2) for the full list of interviewed people).

Note on limitations: as the research took place during the COVID-19 pandemic, a time when the use
of digital tools has been forcedly increased but also the challenges in adapting to the new situation
have been rather unforeseen, the perceptions of the respondents might have been influenced by recent
events. Moreover, the data collected through the survey and interviews provides qualitative insights
into the activity of CSOs in the region, nevertheless it doesn’t aim to provide a representative sample

for either of the countries included, nor for the entire region.

2 Law 195/16.03.2020, article 54. Retrieved from http:/legislatie.just.ro/Public/DetaliiDocumentAfis/223831

2 “Facebook removes Romanian accounts that shared partisan news in support of the ruling party” (2019). Retrieved from https://www.romania-
insider.com/facebook-removes-accounts-romania

% PressOne (2018). “De ce blocheazd Facebook conturi in Romania si ce se intAmpld cand esti blocat”. Retrieved from https:/pressone.ro/de-ce-
blocheaza-facebook-conturi-in-romania-si-ce-se-intampla-cand-esti-blocat
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Profile of survey’s respondents
Demographic details

Country distribution - the survey was open to all countries in the Black Sea, but the majority of
respondents came from Georgia (33.08%), Armenia (18.80%), Romania (18.80%) and Ukraine
(17.29%). Other smaller percentages were represented by responses from Moldova (7.52%),
Azerbaijan (1.50%), Russian Federation (1.50%), Bulgaria (0.75 %) and Turkey (0.75%).

Age distribution - based on the general demographic data the majority of respondents belong to the
age group 35-55 vyears old (42.86%) followed by the age group 25-34 (25.56%), 55+
(17.29%), 18-24 (12.03%), <18 (2.26%).

Civic profile

The large majority of the respondents are leaders or founding members of an NGO or social
movement (58%). Other roles include: 35% work for an NGO, 21% volunteer for an NGO or social
movement, and just 9% identified themselves as individual civic activists (not part of an organised
movement). Less than 1% of responses mentioned roles such as researchers, journalists or employees
of international organisations. In terms of online communities - 17% of respondents declared that are
active in an online community dealing with social/political issues while merely 4% mention

coordinating such a community.

When looking at the field of work of the organisations the respondents are active in, the largest share
is represented by education (59%), closely followed by human rights and social justice (54%) and
activities for youth (52%). The full rank of the topics the respondents mentioned they are engaged in

can be seen in Figure 4.
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Figure 4. Responses to the online survey related to the field of action of the engaged CSOs

Overall, it can be noticed that both respondents to the survey, as well as participants to the focus
groups and interviews are experienced members of CSOs, occupying leadership and/or paid positions
in their respective organisations. The diversity of fields they work in allows for a good overview of
the non-governmental sector in the Black Sea region. At the same time, the low numbers of CSO
members who identify themselves as part of an online community show that online and traditional
activities are still separated, possibly indicating that online communities are either dealt with by
specific members of the organisation or that online communities are created largely around events

and not as complementary to the everyday activity.

2.1. Social media and digital tools

Based on the quantitative and qualitative data, the report analyses what are the most frequently used
social media and productivity platforms, what are the main activities they are used for, including by
looking at differences before or during the pandemic, what are the main obstacles and opportunities
CSOs identify in the use of such platforms. Finally, the research is reflecting on the impact of the
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COVID-19 pandemic and how CSOs perceive the changes in technology use in a post-pandemic
society.

a. Social media platforms

When looking at what are the most frequently used social media platforms by the CSOs in the Black
Sea region, the most often mention platform is by far Facebook, for all age groups, across all countries
involved. The Figure 5 offers an overview on the social media usage in the region, as the same
platforms have been confirmed in both survey and interviews/focus groups, without major
differences. While Facebook is the go-to platform for all audiences, CSOs in the region mention that
young people have a stronger preference for other platforms such as Instagram, YouTube or Tik Tok,
and even if the use of Tik Tok in the region ranks quite low, some CSOs identify it as a tool they

might use more in future initiatives.

MOST FREQUENTLY USED
SOCIAL MEDIA PLATFORMS

FACEB O O K i e S et O O O/
YOUTUBE o 479 5
WHATSAPDP ot 4.7/ %
INSTAGRAM om0
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TELEGRAM Sosoooommmmst: ) A0/
LINKEDIN i 2 3%
TWITTER s 2 3% %
TIK TOK ®2%

CLUBHOUSE &1%

0% 60% 80% 100% 120%

Figure 5. Responses to the online survey related to the most frequently used social media platform(s)

b. Productivity platforms

When analysing what are the most frequently used productivity platforms by CSOs, similar results
are identified through both quantitative and qualitative data, with a large majority of respondents
mentioning Zoom as the most used platform, followed by the Google tools.

The Figure 6 offers an overview of some of the most used productivity platforms in the Black Sea
Region. Additionally, some CSOs mention discovering also some other platforms that have been
beneficial in their activity, even if not for the daily use:
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Learning and educational platforms: Edmodo, Quizlet, Scratch, Kahoot
Streaming/videoconferencing platforms: Webex, Streamyard

Project management tools: Toggle, Asana, Trello

Design and creativity platforms: Canva, Envato, the Noun Project

Other platforms such as GitHub are used by niche organisations who are usually engaged in

developing digital platforms and tools.
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Figure 6. Responses to the online survey related to the most frequently used productivity platform(s)

c. Usage of social media and digital platforms

The research also looked to see if there are different ways on how CSOs use social media and digital

tools in their activity. In this context, based on the survey responses resulted the following list of

preferred activities for which CSOs use such platforms (Figure 7):
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Figure 7. Responses to the online survey related to how CSOs use social media and productivity platforms

Before and during the pandemic — based on the survey responses, there do not seem to be major
differences in the use of social media and digital platforms before and during the pandemic, as the
large majority of respondents mention using them in both circumstance for a large range of activities
from the overall management of the organisation, to contribution to public decisions, coordination
with partners or organising events and training courses online. Lower percentages can be observed
for activities such as recruiting new members (49%) and fundraising for their organisation/cause
(46%). Nevertheless, during the focus groups and written interviews, CSO members revealed that the
pandemic has forced the adoption of various digital tools not used before or that were only marginally
known. Many of them also mention difficulties in adapting to the online activities and a series of
other obstacles, as described below in the opportunities and challenges section.

“We used digital tools and social media platforms, both for the internal workflow, as well as
to collect the necessary information and then shared it with the target audience.” Akaki

Saghinadze, Regional Empowerment for Democracy (Georgia)

Never - for two specific activities a large number of survey respondents declared never using social
media and digital tools: for attending or organising a protest (53%) or for participatory budgeting
activities (49%). Other important percentages can be noticed in fundraising for their
organisation/cause (35%), recruiting new members/volunteers (25%), interacting with decision
makers and politicians (24%) or signing an e-petition (23%). These numbers indicate significant
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obstacles of CSOs in using digital tools for more advanced tasks, especially when it comes to ensuring

their sustainability through online tools or when engaging in advocacy initiatives.
d. CSOs experience with developing digital tools

While many CSOs in the Black Sea use actively a variety of digital tools, very few of them declare
actively engaging in developing them — with just 31% mentioning such an experience, additionally,
19% mention developing digital platforms in cooperation with private companies, 17% in cooperation
with public institutions and only 13% mention joining a hackathon with an aim of solving a social

problem.

The main observation stemming from these numbers suggests that CSOs in the Black Sea region are
mostly users of digital tool with a rather limited experience in developing them. Even if no concrete
data is available, this information could be also correlated with the lack of advanced digital skills of
the sector that implicitly leads to a shortage of innovation. As it will be noticed below, CSO members
have already identified digital skills as being the most important obstacle in using digital tools or in

maximising their benefits.

However, there are rich examples from the Black Sea organisations that mention developing digital
tools — from digital solutions designed to support combating the COVID-19 pandemic, to civic-tech
platforms that facilitate citizens civic engagement, interaction between citizens and governments, or

platforms that aggregate relevant information and services for CSOs at national level such as:
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*Code4Romania — is an ogranisation that has developed several platforms in Romania (22 active websites and
applications as of March 2021), including a series of platforms supporting Romanian society in times of COVID-
19: stirioficiale.ro (official information platform related to COVID-19 news and updates), datelazi.ro (official data
about the COVID-19 situation in Romania), cetrebuiesafac.ro (a platform offering advice to all citizens affected by
the pandemic), rohelp.ro (a platform allowing citizens and CSOs to mobilise resources for combating COVID-19);
but also a series of other platforms such as redirectioneaza.ro, jurnalmedical.ro, diasporahub.ro, votong.ro,
votdiaspora.ro, monitorizarevot.ro

svoceata.ctr.ro — is a Romanian platform that supports the structured dialogue between youth organisations and
public authorities

*BaniPublici.ro — a Romanian platform explaining the budgetary process that also allows citizens create their own
desired public budget.

*Educatiemedia.ro — (in construction) is a Romanian platform for media education designed for teachers and
students, including e-learning modules. The platform is created by the Romanian Independent Journalism Centre.

*Tenders.guru - is a website that allows to monitor public procurement processes in Hungary, Poland, Romania,
and Spain.

http://celog.am/ - is an Armenian platform part of the Public Participation in Local Self-Government (COO) a
USAID-funded program that aims to increase public involvement in decentralization and local government reform,
provide citizens with reliable information, and strengthen civil society through effective, accountable, and
participatory local self-government.

+https://hkdepo.am/en/ - is an Armenian platform part of the “CSO DePo: CSO Development Program” fostering
sustainable civil society development through strengthening the capacity of CSOs as critical actors to advance and
oversee reform, improve services and contribute to the development of more effective governance in the
economic, democratic, health and social spheres CSOs

ehttp://noratus.am - is an Armenian paltform designed to promote transparency and accountability of local
governments

lGeorqtd ..

*https://disinfoobserver.ge/ - is a Georgian interactive platform which aims to increase awareness in Georgia about
inauthentic Facebook pages, their activities and tactics use, and help users verify sources on Facebook. It has been
developed by the International Society for Fair Elections and Democracy. The platform offers a database of those
Facebook pages uncovered as a result of ISFED’s social media monitoring, which are engaged in discrediting
campaigns, spread disinformation and manipulated information, promote polarization through divisive narratives,
resort to inauthentic behaviour or other harmful information operations. The platform categorizes and describes
activities of each suspicious Facebook page uncovered by social media monitoring.

www.e-learning.ge — is a Georgian platform for online studying
*WWW.csogeorgie.org — is a Georgian platform dedicated to CSQOs

(Jvkraipne ... .-.-.>.....____________________________________________
«http://osbb.dniprorada.gov.ua/ - a Ukrainian platform for the development of participatory democracy
StopFake.org - a Ukrainian platform, launched in 2014 by the Media Reforms Center. It identifies cases of false

information about events in Ukraine, but also contributes to international discussions on how to resist the
disinformation phenomenon.

https://vdmk.org/ru - "Your" dumka is a Russian platform for consultations between local authorities with
residents about the decisions made. In addition, consultations were held at the ministerial level in both offline
formats (at events) as well as online (via Google forms and Zoom events).

«http://reality2020.tilda.ws — the online platform aims at providing psychological assistance to vulnerable groups
such as: pregnant women and women in difficult life situations; women with children under 7 years old; parents of
schoolchildren and teachers. The platform is open for citizens living in 7 regions of the North Caucasus Federal
District: Dagestan, Ingushetia, Kabardino-Balkaria, Karachay-Cherkessia, North Ossetia-Alania, Stavropol
Territory and the Chechen Republic.
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2.2. Opportunities and challenges

The online world has brought numerous benefits but also a series of constraints, all of them being
amplified by the COVID-19 pandemic. Even if survey respondents have mentioned that most of the
online activities have been carried before and during the pandemic, the interviews and focus groups
have revealed different reactions in relation to the various opportunities and challenges created by
the transition to the online work. Based on this, it can be assumed that any discussion about CSOs
and the use of digital tools has to be connected with the COVID-19 pandemic, its impact cannot be
seen as marginal and measurements about previous digital behaviours can essentially be based on

previous reports, while current research on the topic is evidently influenced by recent events.
a. Opportunities

Outreach to beneficiaries and other stakeholder groups - a unanimous agreement among CSO
members was that digital tools have increased their outreach and visibility, supporting their internal
development, as well as outreach to new groups of beneficiaries and stakeholders. Therefore, CSOs

have mentioned concrete opportunities for:

- Recruiting for new staff or volunteers

“When we have an open position, we advertise it by relying on our organic reach on social

networks. We usually attract around 100 applicants, out of which we can find a good fit. ”

Cosmin Pojoranu, Funky Citizens Romania

- Promoting their cause and advocacy initiatives

“We have been advocating for a youth pillar for the National Resilience and Recovery Fund
via online and we managed to draw attention to our cause.” Maria Francesca Cristea,

Romanian Youth Council

- Organising online activities with various audiences

“Instead of offline meetings of voters with Members of the Parliament, as part of a project to
strengthen communication, in the spring of 2020, we held a number of online - live meetings
with the opportunity to ask questions. We also conducted a number of online trainings for
members of election commissions, an online game for students about electoral law (instead of
the planned offline events).” Evgeniya Genova, Odessa regional organisation of the All-
Ukrainian public organization "Committee of Voters of Ukraine"
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Work and flexibility — most CSOs mention that online tools offer a greater flexibility to their
everyday work, often making it much faster and efficient. Also, all of them mention that they would
continue using productivity tools for managing their organisation’s activity and that a hybrid
approach (blending face-to-face work with the use of online tools) will be used after the pandemic is

over.

“We were not limited to a specific area and could be involved in the planning or implementation
of many activities from abroad. On specific platforms, such as Google Drive, several people
could even work together, so that this work process was visible to everyone.” Avtandil

Machtidze — Education Development and Employment Center, Georgia

Digital services and e-government — the benefits of digital tools have been noticed also in the
interaction between citizens and governments. During the years more and more public authorities
have increased the number of their public digital services, a situation even more accelerated by the
COVID-19 pandemic. The interviewed CSOs have identified various moments when their interaction
with public institutions has been facilitated by digital tools, such as: contributing to public
consultations and draft proposals, requesting public information, accessing public registries and
databases, applying for grants. While the situation differs from country to country, or even from one
municipality to another, most CSOs agree that they have saved resources (financial, human) due to

the advantages brought by digital tools.

Fundraising — even if the practice is still limited among CSOs in Black Sea region, many of them
saying that online tools haven’t been very efficient in their fundraising activities (either due to lack
of skills or trust of citizens in digital tools), there have been some examples that identified online

fundraising as an important benefit brought by digital tools.

“We have experimented with PayPal, Patreon and the now obsolete Generosity, but also local
tools like sprijina.ro. We plan to implement card payments via MobilPay on our custom
domains, for punctual and recurrent donations, but also for product purchases in a potential
future democracy store. We have created an account on bursabinelui.ro and are looking forward
to launching our first crowdfunding campaign. We have our own page on redirectioneaza.ro -
to make it easier for our constituency to support us via redirecting a percentage of their income

tax.” Cosmin Pojoranu, Funky Citizens Romania

24



b. Challenges

Skills - when asked about the most pressing obstacles in using digital tools, CSO representatives
mention among the most important ones the insufficient media and digital skills, for both staff and
beneficiaries. Digital skills are a central issue when it comes to the use or development of any digital
tool, while these tools bring various benefits, learning how maximise their impact is still an issue for
CSOs (eg. promoting messages via a social media channel might seem easy, but knowing how to

ensure a targeted outreach to relevant beneficiaries and stakeholders is still a challenge).

“An additional challenge was the knowledge about the very skills necessary to move activities
fully online. To do this, we even trained staff to master all the platforms that we would need to
use when working online. (...) Beneficiaries had difficulty communicating by e-mail, although
they were able to send messages with the help of other people. ” Darine Saldadze, Georgian

Young Lawyer’s Association

Digital inequality - access to Internet and technology remains one of the most significant obstacles
for CSOs. The pandemic has brought to light structural issues to access but also to the quality of the
Internet, as the entire world depended on online communication the resilience of networks proved to
be challenging in many countries in the Black Sea region. The differences between rural and urban
areas are also present, limiting access to online opportunities and services to the communities that
needed it the most. In this case addressing the various digital divides through systematic approaches
needs to become a national and regional priority (differences in access depend on geographic
limitations but also on the educational and economic background of citizens).

Funding online activities — the lack of resources and funding for online civic activities is the second
biggest obstacle identified by the respondents to the online survey. This challenge became evident
since the early days of the pandemic, as most donors and public institutions were used to fund for the
most part face-to-face activities, many events had to be cancelled or postponed until traditional
meetings were feasible again. While CSOs have adapted their activities to the online formats many

still struggle to find adequate funding to support their work.

Other financial barriers — even though online tools are seen as indispensable after the COVID-19
pandemic, having access to relevant tools came with a major challenge — the unforeseen cost of
purchasing them. Currently, there are several platforms with free or at least partially free access (eg.
using a conferencing platform for 45 minutes or for only a small number of participants without
paying), nevertheless, many productivity platforms still needed to be purchased, especially for CSOs

that provide professional services and need the full functionality of those platforms. For this challenge
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recommendations have been put forward in order to increase the available funding to purchase such

tools but also to increase awareness on the tools that are available (including those with free versions).

Getting one’s message through — a challenge closely connected with the level of digital skills but
also with the possibilities offered by digital tools. Various CSOs in the region have mentioned that
face-to-face meetings/activities are much more effective, as communication can be easily established
with the listener and the quality of the interaction can be better. Particular challenges have been
observed in preparing educational activities, engaging in advocacy initiatives or providing social
services where interaction with the audience needs more advanced skills and, at times, techniques

that usually work exclusively in offline settings.

Safety online and data privacy concerns — exposure to online environments has brought also
awareness on the risks to which users are exposed to. In this context many Black Sea CSOs have
identified important vulnerabilities related the security of their cloud stored documents and
information, as well as other issues such as the misuse of their personal data, including in surveillance

contexts (potentially by governments or other ill-intended users).

Trust in online tools — an element closely linked with the level of education but also to the many
risks that users become aware of when dealing with online environments. The use of digital tools for
a variety of purposes is very much linked to the level of trust users have in them, thus, the pandemic
has revealed how reluctant citizens can be when it comes to using online tools for online payments,

interacting with governments and more.

"In order to organise an online fundraising we created automatic sending emails inviting a
potential donor to make a money transfer but the problem is that (...) not everyone trusts
online platforms (...) especially due to the sharp increase in online fraud, extortion and theft."
Arman Marukhyan, director of Community Charitable Trust for Nor Bayazet Development -

Armenia

Other obstacles noticed by CSOs are related with various Internet restrictions, imposed either by
governments or private platforms — overall, such events are rather limited and they do not impact all
CSOs in the region, more details can be explored in the brief country reviews section. Also, the full

rank of obstacles encountered by CSOs (based on the survey) is available in Figure 8.
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Figure 8. Responses to the online survey related to the most important obstacles in using digital tools

c. Impact of the COVID-19 pandemic — after one year in the pandemic, CSOs recognise the strong

role of digital tools for CSOs and activists but also some additional challenges:

Opportunities - based on the online survey CSOs agree that the pandemic has:

- increased the importance of activism online and digitalisation of political processes (80%)

emphasised the role of digital tools as essential for civic participation (69%)

enabled them to discover new resources for promoting their organisation/cause (46%)

resulted in governments using more digital tools (35%)

inspired them to network with likeminded groups and communities (29%).

Additional benefits included the possibility to join events and debates without the physical constraints
or costs, as well as new working routines and habits that proved to offer more flexibility to CSOs
staff and volunteers. Furthermore, digital tools have offered clear opportunities to mobilise resources
for combating the COVID-19 pandemic —some CSOs have run online fundraising campaigns to bring
food and medicine to vulnerable groups, partnered with online influencers to bring awareness to their
cause, supported pupils to join online school (offering Internet data packages and access to digital
platforms)

Challenges — at the other spectrum a series of challenges have been observed, such as: widening
digital inequality and the digital participation gap (37%), created barriers for traditional civic activists
who work offline (36%), or that it made civic actors feel more detached and powerless (19%).

Nevertheless, various CSO representatives mention that the adjustment to the online world has
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happened slowly, at times blocking their activity completely - access to technology and Internet were
part of the problem, but also cuts in funding. Additionally, even if the use of digital tools has
increased, not in all circumstance it proved to be efficient (eg. some governments created additional
bureaucratic steps), whilst some other activities cannot be fully adapted to online formats (eg.

especially those requiring psychological and emotional support).

The pandemic has also revealed new financial costs for organisations, as some organisations that had
to continue their physical activity also had to furnish their offices in accordance with new hygiene
rules — providing masks and disinfectants, purchasing thermometers, but also purchasing the right of
streaming online platforms as they are mainly paid services. Some organisations had to depend on
the generosity of donors or other CSOs that allowed them to use their digital accounts — since the
situation was solved slow and sometimes just temporarily, it forced some CSOs to cease their activity,

at least for one or two months.

Many representatives of CSOs have also mentioned burnout and the fatigue generated by the
extensive and, at times, less structured online routines. On the one hand, due to the pressure created
by the pandemic, on the other hand due to the forced change in behaviour (offline vs online). The
need to learn everything on fast-forward and improvising through a time when they were dealing with
a shortage of resources has brought challenges for the mental well-being of people working in CSOs.
Even if the issue has been merely marginally explored in the present research, it deserves an extensive
analysis in future research, also from the digital tools’ perspective — such analysis could potentially
help CSOs identify which digital practices to continue or discontinue, which specific digital tools to

include and how to deal with the entire digital transformation strategy in their organisation.

Final Conclusions

The research study offers a panoramic view on the situation of how civil society actors in the Black
Sea region engage with digital tools, with a particular focus on the four countries Armenia, Georgia,
Ukraine and Romania. Albeit, the report does not offer an exhaustive account of all practices in the
region, it offers qualitative data on the realities and trends in the region, filling in some of the research
gaps. At the same time, the present report should be seen as a conversation opener, inviting CSOs but
also other private and public stakeholders to look in-depth into their own practices, assess the situation
and look for new avenues to explore and improve the current use of digital tools. As the report clearly
states, the COVID-19 pandemic has been an accelerator for the transition to the digital world, bringing
equally opportunities and obstacles, but has also left behind important parts of the society — in many

occasions those that were already disconnected from the digital environments.
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In this context, the present research proposes some open topics that could be addressed by future

initiatives:

Research — more research is needed in order to understand the full impact of the COVID-19
pandemic on the new digital behaviours of CSOs — were they beneficial and if so which ones, if not
what can be avoided in the aftermath of the pandemic.

Digital forever — the interest in digital topics is evidently increased by the pandemic, nevertheless,
there is still an open question about how much of all that has happened during this time will remain
and how much will be dispensable as soon as the everyday activities will show signs of recovery. The
“new normal” to which the society has adjusted has included at times too much digital, and those
parts should be reconsidered. Simultaneously, it has brought new adjustments that might still deserve
to be preserved — flexibility of work, new digital opportunities and platforms — these practices might
need to be continued and integrated into what many call hybrid activities.

Digital between crisis response and strategic planning - as the society is focused on the new digital
discoveries brought together with the pandemic, future initiatives could take into account a more
strategic approach to digital developments, considering more advanced planning for new digital
solutions and activities. Digital practices need to be based on a specific methodology and mindset
that is different from many solutions that have been developed in the first year of the pandemic, most
of them in extraordinary circumstances and specifically as a crisis response. For example, whereas
using videoconferencing platforms for meetings, educational initiatives or dialogue with various
stakeholders can be beneficial at times, it cannot be the main digital platform for all digital activities
— many of them actually needing different tools and more complex approaches, without mentioning

the fatigue that it is brought by such tools when used excessively.

Tailored solutions - as the research showcased very few organisations have hands on experience in
developing digital platforms, thus, many of them end up being solely users of commercial platforms,
many times not tailored for their specific needs or activities. In this context, there is a need to support
CSOs to increase their cooperation with other stakeholders in order to find proper solutions or even

to invest in their own technical skills.
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ANNEX 1

Online survey questions

“Digital Tools for Active Citizenship”

1.Age
e >18
e 18-25
e 2535
e 3555
e 5H5+
2. I live in (country)
........ drop down button
Armenia
Azerbaijan
Belarus
Bulgaria
Georgia
Greece
Republic of Moldova
Romania
Russian Federation
Turkey
Ukraine
Other...
3. The following describes me: (Please choose all that apply)
e | ama leader or founding member of an NGO/social movement
e | ama volunteer/member of an NGO/social movement
e | work foran NGO
e | aman individual civic activist (not part of an NGO or organised movement)
e | amactive in an online community dealing with social/political issues
e | coordinate an online community dealing with social/political issues
e  Other, please mention

4. My organization

S3—FRT T S@mePo0Te

works  with  the

Education
Employment

following

International development
Environment and climate change

Democracy
Politics or elections
Peacebuilding

Human Rights and social justice

Activities for youth
Health

Poverty

Minority groups
Gender issues
LGBTQI+

topics/issues

(Please

choose

all

that

apply)
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0. Other, please mention
5. | have used social media and digital tools for... (Please choose the situation that applies to you)
Before the | During the | Both | Never
pandemic pandemic

Promoting the activity of my organization

Raising awareness and advocacy initiatives
Interacting with members of my
organization/community

Managing the activity of my organization
Recruiting new members/volunteers

Fundraising for my organization/cause

Signing e-petitions

Participatory budgeting

Interacting with decision makers and politicians
Attending/organizing a protest

Contributing to public consultations

Coordinating with local/national partners
Coordinating with international partners

Showing solidarity for another cause/organization

e Others, please mention briefly

6. Which social media platform(s) you use most frequently for the activities at point 4? (Please choose all that apply)

Facebook
Twitter
Instagram
YouTube
TikTok
Snapchat
WhatsApp
LinkedIn
Triller
Telegram
Viber
Reddit
Clubhouse
Other, please mention

7. Which productivity platform(s) you use most frequently for the activities at point 4? (Please choose all that apply)

Zoom

Google Docs/Meet

Skype

Microsoft 365/Teams

Slack

Discord

Trello

Menti

Slido

Other, please

8. My organization/social movement (Please choose all that apply)
e Has experience in developing digital tools/platforms for a civic/social cause
e Has organized/joined hackathons to solve a social problem
e Has cooperated with private companies to develop digital tools/platforms

mention
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e Has cooperated with public institutions to develop digital tools/platforms

e None of the above

e Incase you have selected any of the points above please include here the link to the platform and mention briefly
what is/was its purpose

9. Thinking of possible obstacles in using digital tools in your activity, please choose, the most relevant for your context

Lack of access to Internet (coverage, quality, cost)

Lack of access to technology (computer/laptop, cost)

Internet restrictions (by private platforms. eg your social media posts have been blocked)
Internet restrictions ( by governments)

Lack of resources and funding for online civic activities

Data surveillance and risks to data privacy

Online harassment of civic actors

Difficulties in getting one’s message through to the wider audience (online visibility of NGOs)
Lack of confidence in the impact of digital activism

Lack of knowledge on how to advocate and participate online

Insufficient media and digital skills

Please indicate any other obstacles not mentioned

10. The global COVID-19 pandemic has...

e Increased the importance of activism online and digitalisation of political/social processes
Inspired me to network with new like minded groups and communities
Created barriers for traditional civic activists who work offline
Created barriers for civic activists who work online
Widened digital inequality and the digital participation gap
Made civic actors feel more detached and powerless to bring about desired change
Resulted in governments using more digital tools for interacting with citizens
Emphasised the role of digital tools as essential for civic participation
Enabled me to discover new resources for mobilizing/promoting my cause
Changed nothing when it comes to civic activism in my organization

Please give us some details on the opportunities or obstacles that you have identified during the global pandemic,
in your civic activities....

11. We would like to map digital platforms/tools that have been developed during the COVID-19 pandemic by NGOs.
Please include here the link and a short description.

Examples could include information websites, platforms for monitoring or visualizing covid-19 cases, gathering
resources for the pandemic (educational, protection supplies, food), supporting other NGOs, supporting vulnerable
groups, combating disinformation/fake news etc.

Online Bonpocsbl aHKeTHI
«I{udpoBble HHCTPYMEHTHI /ISl AKTUBHOI'0 IPAKIAHCTBA)

Cnacubo 3a saw unmepec ucciedosanus ~Llugpposvie uncmpymenmor 01 akmusno2o epaxcoancmea’”. Ipeacoe vem
Hayams onpoc, npovumatime ciedyiouwyio UHGopmayuio.

Hawa uccnedoeamenvckas yenb NOHAMb, KAK 0p2aHu3ayuy epaxcoanckozo oowecmea 6 Apmenuu, I pysuu, Yepaune u
Pymeinuu ucnonssylom yugpogie uHcmpymenmol 015 RPOOGUIICEHUS. CEOell MUCCUU, YNPAGIEHUS CGOUMU PeCypCamu
(wenoseueckumu, purancogoimu u m. /1.), a maxoice 0151 pabomvl ¢ OOHOpaAMU U benepuyuapamu Kak 0o, max u 60 8pems
COVID-19 nanoemuu.

Onpoc npoeodumcs 6 pamxax cxemvl cyo-epanmog npoexma «@opym HIIO 6 pecuone Yepnoeo Mops: npoosudicenue
nomenyuana HIIO ons pecuonanvhozo compyonuuecmea 6 HepHOMOPCKOM pecuone», peanusyemozo pPyMbIHCKOU
naamgpopmoti NGDO - FOND npu ghunancosoui noodepoicke Eeponetickoeo cowosa. Onpoc Aeasiemcs 4acmio npoekma
«Lughposvie uncmpymenmol 0 AKMUBHOU SPANCOAHCKOU NOZUYUUY», OCYWECMEILeMO20 8 napmuepcmee Llenmpom
2paxcoanckux pecypcos - Pymvinus, Hncmumymom mupa, demoxkpamuu u pasgumus « Omxpoimsie cpanuyvly - Apmenus,
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Aeenmcmeom mecmuoii demoxpamuu, Apmenus, Aeenmcmeo mecmuou demoxpamuu, I pysus, Aeenmcmeo mecmHou
demoxpamuu J{nenponemposck, Ykpauna.

Bauwe yuacmue sAe6jislemcsi AHOHUMHbIM U ()06p080ﬂbelM, u ons 3aujumsl eawiux npae mpe6yemc;l KAK MUHUMYM JIUYHAS
qubOpMaL{M}l. B KOHYe onpoca y eac ecnb 603MOIANCHOCNb npeéocmaeumb ceou JudHvle aaHHble, HO MOJIbKO ¢ sauium
coziaacuem.

Ho:xanyiicTa, noaTBepANTE caeAyloLIee:

51 moHnMaro, 4To BCs IperocTaBleHHAs MHOM nH(opManus OyAeT XpaHUThCs B TaiiHe W He OyAeT NeperaHa TPEeTbUM
JIMLAM.

S npounTan 1 NOHsUT HHYOPMAIMIO U a0 COTJIACHE Ha yJacTHE B 3TOM OIPOCE.

1.Bospact

> 18
18-25
25-35
35-55
55+

2. S xuBy B (cTpaHe)
ApmeHust
AzepOaitmkan
benapyce
Bonrapus
I'py3us
I'penus
Pecnybnuka Mongosa
PymbiHug
Poccuiickas ®enepauus
Typuus
VYkpauna
Hpyroe ...

3. A spnstocs: (I[Toxkaiyiicta, BEIOSpPHUTE BCE MOIXOIAIINE BAPUAHTHI)

Jlunepom unmu ocHoBateneM HITIO / o0OmiecTBEHHOTO JTBMKEHUS

BostoHTepoM / wieH HITO / obmiecTBeHHOTO NBMKECHUS

pab6oratonum B HITO

HMHAWBUIYATbHBIM IPAXKIAHCKAM aKTHUBUCTOM (HE sBIsFOCH wieHoM HITO min opraHn3oBaHHOE JABIKCHHE)
AKTHUBHBIM B OHJIAHH-COOOIIECTBE, 3aHUMAIOIIAMCS COIMAIbHBIMHY / TIOJUTHISCKAMH BOIIPOCAMH.
KOOPAMHATOPOM pabOThl OHJIAWH-COOOIIECTBA, 3aHUMAIOIIUMCS COLUAIBHBIMA / TMOJUTHYCCKUMU
mpobIeMaMu.

e Jlpyroe, moxamyncra, yKaKUTe

4. Mos opranuzanus paboTaeT co CIACAYIONIMMH TemMamu / TpobieMaMu (8bibepume 6ce nooxodsaujue)

Oo0pa3zoBanue

3aHATOCTh

MexayHapoIHOE Pa3BUTHE

Oxkpy>Karomas cpeia ¥ K3MECHCHHUE KIIMMaTa
Jemokparus

[NonmuTrka nnu BEIOOPHI

hOo o0 T
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310poBbE

Boprba ¢ 6enHOCTHIO

I'pynisl MEHBIIMHCTB
I'ennepHble BOIpocCsh!

JITBT +

Apyeoe,

ez T xRT D@

Hozmepmaﬂne MEXKXAYHApOAHOTO MHpPa U 0e30IMacHOCTH
HpaBa YCJIOBCKA U COollMaIbHas CIipaBEeAJIMBOCTb
MepOHpI/IHTI/IH JJIA MOJIOACKHU

nodcanyicma,

yKaskcume

5. 51 mok30BaJICS COIMATBHBIME CETSIMHU M IUPPOBHIMU TEXHOJIOTHUSIMH UHCTPYMEHTHI 1. .. ([1osicanyiicma, gvloepume
cumyayuio, Komopas npumMeHuma K 8am)

o

MaHAEMHAHT

Bo BpeMs
TIAHJEMUHT

Ob6a

Hukorna
Hcnons3oBan

He

[poaBmxeHwUs JIeSITEIIbBHOCTH MoeH
OpraHu3anuu

[ToBbIlICHUST OCBEAOMIICHHOCTH W IIPOTHUB
MPONaraHIUCTCKUX HHUIIHATHB
BsaumoneiictBus C YJIIeHaMU Moel
opraHuzaiun / coo0IIecTra

VYnpasnenus eI TeILHOCTBIO Moei
OpTraHU3aIIH

Habopa HOBBIX WICHOB / BOIIOHTEPOB

CoOopa cpexctB mis Moeil opraHuzanuu /
JIeATEIILHOCTH

INoxmucanue 3JIEKTPOHHBIX METHIHN
CocraBneHuss  OlJpKeTa € ydacTHEM
3aMHTEPECOBAHHBIX CTOPOH

B3anmMoaeicTBys C TUIIAMH, TIPUHUMAIOIIIUMU
PEIICHHS, U TTOTUTHKAMH

[Nocemenus / opraHU3aliy MPOTECTa
VY4acTust B 00IIeCTBEHHBIX KOHCYIIBTAIHIX
Koopannanus ¢ MECTHBIMY / HATUOHATEHBIMA
mapTHEpaMu

Koopaunanwst c MEXKTyHAPOHBIMU
mapTHepamMu

[IposiBieHuss  CONMAAPHOCTH C  JIPYTOW
opranuszanuen

Jlpyeoe, npocbba Kpamxo ykazamo

6. Kakue cormanbHBIC CETH BBl HCIIOJIB3YETE Yallle BCEro Uil neiictBuil BblWe ? (Tloswcanyiicma, evibepume 6ce
MOIXOISIIHE

Facebook
Twitter
Instagram
YouTube
TikTok
Snapchat
WhatsApp
LinkedIn
Triller
Telegram
Viber
Reddit

BapUAHTBI)
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Clubhouse
Jlpyeoe, yxascume

7. Kakue mmatdopMpl 1 NOBBIICHUS IPOM3BOJUTEILHOCTH BBl Yallle BCErO MCIOJIB3yeTe I JEUCTBUH B MyHKTE 47
(Iloarcanyiicma, gvlbepume 6ce noOXooauUe 8apUAHNIbL)

Zoom

Google Docs / Meet

Skype

Microsoft 365 / Teams

Slack

Discord

Trello

Menti

Slido

Apyeoe, yKaxcume

8. Mos oprarm3anus / o0miecTBEHHOE IBUKCHUE (8blOepume 6ce)

Hmeet ombIT pa3paboTKu TU(GPOBEIX HHCTPYMEHTOB / TIATGOPM IUIS TPaXKAAHCKOTO / COUATBHOTO ICHCTBHS
OpraanzoBaina / IPUCOSTUHIIIACH K XaKaTOHAM JJIsl pEIICHUs COIHAIbHOM MPOOIeMBI

CotpyaHuyana ¢ YaCTHBIMH KOMITAaHHSAMH TSI pa3pa00TKH MU(POBEIX HHCTPYMEHTOB / TUIATGOPM
CotpynHuyana ¢ TOCyJapCTBCHHBIMH YUPEXKICHISIMA JJIs pa3paOoTKU II(PPOBHIX HHCTPYMEHTOB / TIATHOPM
Huuero u3 BbllIenepeurncIeHHOTO

Ecnu BbI BRIOpau JIF000H U3 BBINICYKA3aHHBIX TYHKTOB, MOXKAIYHCTa, BKIIOYHUTE 3/16Ch CCHUIKY Ha IIATQOPMY H
KpaTKO yKa)KHTe, KaKOBa ObljIa LIeJIb €€ UCTI0JIb30BAHMSL.

9. HonyMaﬁTe O BO3MOJKHBIX HNPCIATCTBUAX MPU HUCIIOJIB30BAHUUN L[I/I(l)pOBLIX HHCTPYMCHTOB B BaIen JACATCIbHOCTH,
BbI6€pI/IT6, HO)I(aJIyﬁCTa, Hanbolee NOAXOIAIIHNEC JJIA Baliero KOHTCKCTA.

OtcyTcTBHE focTyna k MHTEepHETY (0XBaT, Ka4eCTBO, CTOMMOCTD)

OTcyTCTBHE TOCTYIA K TEXHOJIOTHAM (KOMIBIOTEp / HOYTOYK, CTONMOCTD)

Orpannuennst B VlHTepHeTe (CO CTOPOHBI YacTHBHIX IUTaT(opM, HapUMeEp, Ballld COOOIICHUS B COLMAIBHBIX
ceTsx ObLTH 3a0JTOKUPOBAHBI)

Orpannyenus B UIHTEpHETE (CO CTOPOHBI IPABUTEIHCTBA X)

HexBaTka pecypcoB 1 (PMHAHCOBBIX CPEACTB JUIsl HHTEPHETa OOIIECTBEHHBIX MEPOTIPHUATHI

Hanzop Hax nepcoHanbHBIMU JaHHBIMHU M PUCKHU AJIS1 0€301IaCHOCTH TaHHBIX

WuTepHeT npeciienoBaHue TpakJaHCKUX aKTHBUCTOB

TpynHOCTH B OTIIPABICHUH COOOIICHUH Uyepe3 Ui IUPOKOH ayauTopuu (oHIaiH BuauMocTs HITO)
OTcyTCTBHE TOBEpHs K BO3/ICHCTBUIO IU(PPOBOro aKTHBU3MA

OTcyTCcTBHE 3HAHMA O TOM, KaK MPOJBUTATh JCHCTBUS U y9acTBOBATh B MIHTEpHET MPOCTPAHCTBE
Henocrarounsie Meua 1 UQpOBbIE HABBIKH.

Yxaxxute J100bIe APYTHe MPENATCTBHA, HE YIOMSHYTHIE BBIIIE

10. I'mo6ansuas nangemuss COVID-19 ...

[NoBpIcHIa BAXKHOCTH OHJIAHH-aKTUBHOCTH U II(POBHU3ANHUS TOJIUTHICCKUX / COITUATTBHBIX MTPOIIECCOB
BroxHoBMIIa Ha OOILICHHE C HOBBIE €IUHOMBIILICHHUKAMU TPYIIIT U OOIIUH

Coznana 6apbepsl Ui TPAIUITUOHHBIX TPAXKTaHCKUX aKTUBUCTOB KOTOPBIE padOTaIOT OHJIAHH GopymMax
Coznana 6apbepsl 1Jis1 TPaXTaHCKUX aKTUBUCTOB KOTOpPbIE padoTatoT MHTepHeTe

Brinenuna nudpoBoe HEPAaBEHCTBO U pa3pbiB MU(YPOBOTO YIACTHS

Crenana rpaxJaHCKUX aKTepbl YyBCTBOBATh ce0si Oojiee HYKHBIMU U CHIIbHEE YIS JOCTHIKCHHS >KEeIaeMBIX
U3MEHEHU N

Co3mana ycnmoBHs I TPABUTENBCTBA KCIONB30BATh 0OoJiee aKTHBHO LU(QPOBBIE HWHCTPYMEHTHI LIS
B3aUMOJIEHCTBUS C IPAKIaHAMU

[omuepkuyna ponb L{uppoBeIX HHCTPYMEHTOB KaK HEOOXOIUMOCTb JUIS TPAXKIAHCKOTO YIaCTHS

[To3BoMHIIa MHE OTKPBITH HOBBIC PECYPCHI TSI MOOMITU3AIHH / TIPOJIBMIKCHUS MOETO JIeJia

Huyero He n3amMeHuUoch, Korjaa Aeao JOXOAUT 10 TPakIaHCKON aKTUBHOCTU B MOEH OpraHU3aluu
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HO)KEUIyﬁCTa, COO6IIII/IT€ HaM HCKOTOPbIC l'IOIIpOGHOCTI/I O BO3MOXHOCTAX WK HNPCIATCTBUAX, KOTOPLIC BbI
BBISIBUJIINA BO BPEMS riao0ansHOM na”HacMuu, B BaIlch O6HICCTBGHHOI>1 JACATCIBHOCTH. ...

11. MsI xotenu OBl 0TOOpa3uTh HU(POBBIE MIATHOPMBI / HHCTPYMEHTHI, KOTOphie ObuTH pa3padoTtans HITO Bo Bpems

magaemun COVID-19. TToxanyiicTa, ykaXuTe 37ech CCBUIKY M KpaTKOE OITHUCAaHNE.
Tpumepor mo2ym ekmoOuams uHMOpMayUoOHHbIe 8O-Calimbl, NAAMMOPMbL O MOHUMOPUHA U GU3YATUIAYUY CTLYUACE
KOpOHagupyca, coop pecypcos 01 nanoemuu (06pazoeanue, cpedcmea 3auumsl, NPOOYKMbl NUMAHUL), NOOOEPHCKY
opyeux HIIO, nooodepaicky ysazeumvix epynn, bopvoy ¢ oezungopmayueil / panvuusvimu Hosocmamu u m. /1.
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ANNEX 2

List of CSOs that participated to focus groups and written interviews

- "Territorial Business Center" NGO - Armenia

- "Dignified Generation” NGO - Armenia

- "Blejan" Ecological, Sociological NGO - Armenia

- "Free Flight" Socio-Economic Development Fund - Armenia

- “Community Charitable Trust for Nor Bayazet Development” - Armenia

- Youth initiative group financed by the Jinishian Memorial Foundation — Armenia

- Kutaisi Women Club - Georgia

- Georgian young lawyer’s association (GYLA) - Georgia

- Regional Empowerment for Democracy) - Georgia

- Tkibuli Development Fund) - Georgia

- Progress House) - Georgia

- Education Development and Employment Center (EDEC) ) - Georgia

- Association of Virtuoso Circles) - Georgia

- Association “Atinati” ) - Georgia

- Imereti Development Center) - Georgia

- Odessa regional organisation of the All-Ukrainian public organization "Committee of VVoters
of Ukraine" - Ukraine

- Funky Citizens — Romania

- Romanian Youth Council - Romania
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